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New detection, investigation, and recovery capabilities enable resilience for critical data

PALO ALTO, Calif.--(BUSINESS WIRE)-- Rubrik (NYSE: RBRK), the Security and Al Operations Company, today
announced cyber recovery capabilities for DevOps platforms Microsoft Azure DevOps and GitHub. With built-in
anomaly detection, blast radius investigation, and surgical recovery, organizations will be able to detect suspicious
activity on their code, instantly scope the impact of an attack, and undo the attackers' changes from air-gapped,

immutable backups, without disrupting legitimate developer work.

"An organization’s source code is where innovation lives, and attackers know it,” said Anneka Gupta, Chief Product
Officer at Rubrik. “One stolen token or poisoned dependency can impact thousands of repositories before anyone
notices. Our new cyber recovery capabilities for DevOps allow organizations to detect suspicious activity, see what
was impacted, and recover only the unwanted changes, using the air-gapped backups they already trust Rubrik to

protect."

Attackers no longer need to breach perimeters; instead, they compromise legitimate credentials to launch attacks
that mimic normal developer activity. Accelerated by Al, these attacks can rapidly spread malicious code across
thousands of repositories. According to Gartner®, “a growing number of software engineering leaders are

modernizing their DevSecOps toolchains by adopting DevSecOps platforms.”’

These platforms house an
organization’s most critical intellectual property, including source code, CI/CD pipelines, and infrastructure as code.

As such, they've become a primary, identity-driven attack surface.


https://cts.businesswire.com/ct/CT?id=smartlink&url=https%3A%2F%2Fwww.gartner.com%2Fen%2Fdocuments%2F7995637&esheet=54638436&newsitemid=20261110678888&lan=en-US&anchor=Gartner&index=1&md5=6b7dcf815b4a29d698293a376240dde5

Enhanced DevOps Protection Capabilities

Operating natively within Rubrik Security Cloud, DevOps Protection Enterprise Edition now connects detection,

investigation, and recovery in a single workflow:

e Anomaly Detection: Continuously baselines GitHub and Azure DevOps audit logs, correlating them with
Rubrik backup metadata to flag suspicious identity activity and produce a prioritized alert that can be routed
directly into existing security and ticketing workflows.

e Blast Radius Investigation: Produces a categorized view of affected assets across repositories, commits,
pipelines, workflows, pull requests, and settings, providing the exact scope of impact and determining
precisely what needs to be restored.

e Surgical Recovery: Recovers only what the attacker changed while preserving legitimate work from other
developers, using the clean, air-gapped, immutable backups customers already hold with Rubrik DevOps

Protection. Teams will be able to avoid manual rebuilds and organization-wide code freezes.

Expanded Developer Collaboration Stack Protection

To ensure complete recovery context, Rubrik DevOps Protection (Foundation Edition) now backs up broader
platform metadata, settings, and the developer collaboration stack across Azure DevOps and GitHub. From issues,
pull requests, and Azure Boards to wikis, packages, and organization settings, businesses can recover the full

context of how their teams build software, rather than just the underlying code.

Rubrik’'s cyber recovery capabilities for DevOps platforms Microsoft Azure DevOps and GitHub is expected to be
generally available in the coming months. For more information, read the blog and join the virtual Cloud Resilience

Summit taking place on Tuesday, November 10, 2026.

' Source: Gartner, Magic Quadrant™ for DevSecOps Platforms, Keith Mann, Thomas Murphy, Bill Holz, 15 June

2026. Gartner and Magic Quadrant are trademarks of Gartner, Inc. and/or its affiliates.

About Rubrik

Rubrik (NYSE: RBRK) is the Security and Al Operations Company, delivering one platform built at the intersection of
data, identity, and Al. The platform enables agentic cyber resilience and trusted Al operations for enterprises
worldwide, built to recover before disruption strikes and stay a step ahead, so security is never the reason ambition

stalls. For more information, please visit www.rubrik.com and follow Rubrik on LinkedIn and X.
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the property of their respective owners.

SAFE HARBOR STATEMENT: Any unreleased services or features referenced in this document are not currently
available and may not be made generally available on time or at all, as may be determined in our sole discretion.
Any such referenced services or features do not represent promises to deliver, commitments, or obligations of
Rubrik, Inc. and may not be incorporated into any contract. Customers should make their purchase decisions based

upon services and features that are currently generally available.
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